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ALERT!

London

Criminals using counterfeit cards in London
caused losses of more than £25 million last
year, making this area one of the worst spots
for fraud in the UK.

By carrying out a few key checks staff like you
can identify these fake cards — and earn a
reward of at least £50 in the process.




Check the first four digits appear above or
below the embossed account number

Check the card under a UV lamp

= Check that the card has a special mark when held = On Visa and MasterCards, check that the first four
under a UV (ultra violet) light. These lights are digits of the embossed account number are
often used to check for fake bank notes too. printed in small characters above or

The features which should appear on a genuine belov_v '.t - tr:je foutr d|g;tsha;§
card when put under a UV missing or do not match, the

light are shown below, If card is probably a counterfeit.

the features do not
show, the card is
probably a
counterfeit.

= On American Express cards, there must be a four
digit security code printed above the
account number on the right hand front of the
card — these digits will
American Express Diners Club D not be the same as
. the first four embossed
oocoo numbers of the main
] B account number. If the
security code is missing,
506 the card is a fake.

Switch

Do not hand the card back. Make an authorisation call. Abc



Check for the ‘flying V' on Visa and ‘MC’ Check the number on the card matches the
on MasterCards number on the till print-out

= Look for the ‘flying V' on Visa cards and unique = Check that the embossed number on the card
‘MC’ on MasterCards - the special printing matches the number on the till print-out. If they
is difficult for don’t match, the card is probably a counterfeit.
counterfeiters to copy.
This means they often
leave these features off ] o match
completely, or they use ‘3*"‘
standard typeface V'
and ‘MC.

Numbers 4
must :

If a card fails to read when you swipe it

= Be extra vigilant. It's possible a criminal has
damaged the magnetic stripe to avoid checks.
Follow your own bank’s instructions on cards that
fail to swipe.

ve all, never put your colleagues, customers or property at risk



You should also have access to an up-to-date copy of your acquiring bank’s
retailer operating instructions (or your head office-issued procedures) to
help you in all matters relating to plastic card procedures. Make sure that
you and your colleagues know where it is and how to use it.

Dealing with the police
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To order more leaflets or Spot & Stop Card Fraud training packs

0800 555 111
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